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 Technical Details 2.

2.1 PowerPoint Summary Chart 
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2.2 Innovative Claims for the 

Proposed Research  

2.2.1 Unique proposed approach and 

contributions 

CRASH is a clean slate program.  As such, the 

GOSPEL proposal assumes only that a host has a 

processor and a power up process that can deliver 

minimal valid bootstrap data.  No memory, file 

system, network, input devices or instruction set is 

assumed. 

Technically, GOSPEL is a mechanism to define 

an OS, and an instance of a GOSPEL 

implementation would be what has traditionally 

comprised an OS (i.e. processes, IPC, memory 

management.) 

GOSPEL is in part [REST] inspired with a small 

set of operations used to interact with a large 

unbounded set of resources.  GOSPEL takes its 

name from its small operator set: Get, Originate, 

Strike, Put, Execute and Listen. 

Everything that GOSPEL can act upon is defined 

as resource that can be classified using a URI 

based schema.  GOSPEL defines a set of 

attributes that are common to all resources to 

facilitate security operations like authentication 

and validation. 

GOSPEL schemas and resources can be added, 

removed and modified at runtime by local (static) 

or remote (dynamic) authorities.  This allows 

GOSPEL implementations to adapt to changing 

ecosystems and cyber threats. 

2.2.2 Problem Description 

Today’s popular OS offerings are large and 

complex.  A basic Ubuntu™ install contains over 

1300 packages while Vista™ has over 2300 

system dll and executables.  Both Linux and 

Windows installs typically have hundreds of 

installed active device drivers often sourced from 

third parties.  Adding to the complexity is the 

number of packages installed on these systems 

which interconnect with each other in 

undocumented ways, leading to very fragile and 

exploitable runtime environments. 

[Neidetcher] has provided research on the 

interaction and dependencies of packages on 

Linux systems.  The dependencies for ANT are 

shown below.  A link to Neidetcher’s work is 

provided in the Additional Information section. 

 
Figure 1 : Linux package dependency map for Ant 

Intel employees often refer to the large collection 

of OS, device and application providers as the 

ecosystem.  The term is appropriate as a large set 

of contributors leads to the diversity that is a 

CRASH goal.  But to understand an ecosystem 

you need a classification system.  In real life we 

need to handle vipers and puppies in different 

ways.  We need to understand if the puppy is 

showing signs of being rabid.  We all want to 

avoid being bitten by a viper or rabid dog.  In the 

cyber world, malware provides that bite, and 

current hardware can classify good code from 

bad. 

2.2.3 Research Goals 

Define a classification system capable of defining 

the entire cyber ecosystem.  This includes 

traditional segments like hardware, OS and 

languages as well as more recent web and Internet 

technologies. 

Define methodologies to allow inspection of any 

resource present in the ecosystem.  This 

inspection could be done locally or referred to a 

remote expert system.  The inspection should 

allow for detection of anomalies and invariants. 
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Define mechanisms to allow all parties to 

contribute resources to the ecosystem.  This 

requires an environment that is open and 

adaptable. 

Define the semantics that allow the above goals 

to be met in a deployable manner.  This requires 

simple and extensible constructs that are easily 

understood. 

2.2.4 Expected Impact 

The computing ecosystem is large and diverse.  It 

is this ecosystem diversity that has led to 

complexity in current commercial OSs. 

It is expected that over time GOSPEL 

implementations will also become large and 

complex.  But given GOSPEL resources are tied 

to a classification system using schemas and that 

any given resource or schema can be inspected 

and validated means GOSPEL implementations 

behave like a white box for security inspections.   

Like Linux™ and Windows™, no human will  

understand a full GOSPEL implementation 100%, 

but unlike current offerings GOSPEL can be  

understood 100% by automated processes. 

It is this ability to treat GOSPEL implementations 

as a white box with controllable components that 

makes GOSPEL secure. 
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2.3 Proposal Roadmap 

 

Item Summary Statement  Sections 

2.3.a: Main goals of 

proposed research 

To develop a RESTful/object oriented model:  

1) Applicable to the entire stack (hardware, OS, user). 

2) Facilitates formal methods and machine learning. 

3) Provides methods for self-adaption, diagnosis and repair. 

2.2.3 

2.2.4, 

2.4.1,  

2.4.6 

2.3.b: Tangible 

benefits 

Authoritative call graph for all host hardware and software. 

Global methods for monitoring all hardware and software at 

runtime  

2.4.3, 

2.4.4 

2.3.c: Critical 

technical barriers 

Hardware enforced process and memory protections. 

Actionable ontology to describe host attributes.  

2.4.5 

2.4 

2.3.d: Main 

elements of 

technical approach 

Small set of operations common to all resources. 

Allows an unbounded number of resource types. 

Highly modular for adaptive and resilient implementations. 

Capability for global policy enforcements  

2.4.1, 

2.4.4, 

2.4.6 

2.3.e: Basis of 

confidence 

Object-oriented and RESTful models have been very 

successful at the application/user layer. 

Hardware standards and commodity driven designs make a 

global OO approach to hardware viable. 

2.6 

2.3.f: Nature and 

description of 

results 

1) Published model detailing internal runtime representation 

of GOSPEL data structures. 

2) Published ontology for host resources and attributes. 

3) Open source code implementation of GOSPEL 

framework. 

4) Published adaptation and diagnosis model. 

5) Open source code implementation of management 

capability (adaptation/diagnosis) for GOSPEL framework 

2.2.3, 

2.2.4, 

2.7 

2.3.g: Cost and 

schedule 

FY1 – Published GOSPEL model 

FY2 – Published ontology and GOSPEL implementation 

FY3 – Published adaption model 

FY4 – Adaption model implementation 

 

Approximately $300K per year for 4 years. 

2.7, 

2.10 
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2.4 Technical Approach 

Note: XML fragments are used in this section 

because they are human readable, widely 

understood and easily rendered into binary [EXI] 

for testing. The actual GOSPEL ontology 

definition is planned as a FY2 activity. 

2.4.1 Concepts 

2.4.1.1 Small Set of Operations 

GOSPEL is in part [REST] inspired.  The success 

of the Web is in part due a Lego™ block 

approach to building systems.  A limited set of 

operations promotes better human understanding 

and better interoperability between tools.  

GOSPEL defines six operations. 

GET retrieves a resource or attribute and adds it 

to the local resource pool. 

PUT sends a resource to a different GOSPEL 

instance or sets a resource attribute. 

ORIGINATE creates a new resource in the local 

pool. 

STRIKE deletes a resource from the pool. 

EXECUTE runs the code associated with the 

resource. 

LISTEN registers a callback with the resource. 

2.4.1.2 Unbounded Resources 

In GOSPEL resources are equivalent to objects of 

schema type.  GOSPEL will not place limits on 

the number of schemas, resources or attributes 

within a resource. 

There will be hardware based schemas (i.e. USB, 

DISK, ETHERNET), OS schemas (i.e. SERVICE, 

FILESYSTEM, PROCESS) and user schemas 

(i.e. SHELL, BROWSER). 

Hardware challenge: The in memory protections 

and caching of the resource pool needs definition. 

2.4.1.3 Schema defined behavior 

In object-oriented terms GOSPEL schema is the 

GOSPEL resource type. 

2.4.1.4 URI Locators 

GOSPEL uses URIs as specified by IETF 

RFC3986.  A common form is 

scheme://authority/path?query. 

The scheme component corresponds to the 

GOSPEL schema name, this part is never empty 

and must be a known GOSPEL definition.  

GOSPEL schema definitions use the schema 

name “GOSPEL” which is the only reserved 

schema name. 

The authority component specifies the domain 

where the resource is located.  The authority may 

be empty if referring to the local host.  The 

authority name is typically a domain name (i.e. 

mydomain.com) but can be any locator that the 

GOSPEL implementation understands. 

The path component specifies the resource 

identifier.  Resource identifiers are assigned as 

???resources are originated on the host.  If empty; 

all resources for that schema and domain are 

returned as an enumeration. 

The query component is optional.  The query 

component is used to select resources based upon 

their attributes. 

2.4.2 Simplified Examples 

2.4.2.1 Assumptions 

The host has a processor and a power up process 

that can ???instantiate the initial GOSPEL Boot 

resource. 

While memory, network and I/O devices are 

expected, they are not required.  Specifically, a 

file or disk system is not required. 

Hardware challenge: Code delivered in firmware 

and code executed off core is not addressed in this 

proposal. 

2.4.2.2 Example Boot Process 
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Let’s assume a host with an EFI boot, a TPM like 

device the following GOSPEL definition. 

 
<GOSPEL name="RootSchema" id="0"> 

  <integrity 

type="SHA1">BASE64==</integrity> 

  <authentication 

type="X509">BASE64==</authentication> 

  <timestamp>01-JUL-2010</timestamp> 

  <verison>X.X</verison> 

  

<updates>UPDATE:phone.home/news</updates

> 

  <description>The root GOSPEL schema, 

everything grows from here</description> 

 

  <get> 

    <code language="i86" 

format="ELF">binary_data</code> 

  </get> 

  <originate> 

    <code language="sparc" 

format="ELF">binary_data</code> 

  </originate> 

  <strike> 

    <code language="arm" 

format="ELF">binary_data</code> 

  </strike> 

  <put> 

    <code language="newX" 

format="ELF">binary_data</code> 

  </put> 

  <execute> 

    <code language="i86" 

format="ELF">binary_data</code> 

  </execute> 

  <listen> 

    <code language="i86" 

format="ELF">binary_data</code> 

  </listen> 

 

  <onLoad> 

    <!-- Enumerate Hardware Schemas --> 

    <GET>GOSPEL:/EFI.2</GET> 

    <!-- Start Memory Management --> 

    <GET>GOSPEL:/EFI.3</GET> 

    <!-- Initiate HTTP stack --> 

    <GET>GOSPEL:/EFI.4</GET> 

    <!-- Initiate service process --> 

    <GET>GOSPEL:/EFI.5</GET> 

  </onLoad> 

  <policy type="permit" appliesTo="*" 

allow="*"/> 

  <policy type="deny"/> 

1) </GOSPEL>The host performs its platform 

specific hardware startup tasks. 

2) The EFI boot manager loads the boot 

loader program.  This program must 

contain enough logic to locate, load and 

validate the GOSPEL definition.  Location 

would most likely be in the same EFI 

partition as the boot loader.  Loading 

would involve “parsing” the GOSPEL 

definition.  Validation could be as simple 

as a checksum of the GOSPEL definition 

to binding in our case to a TPM. 

3) The GOSPEL process is started and does a 

GET for “onLoad” on itself followed by 

an EXECUTE.  This is akin to the Linux 

start_kernel() function.  In the above 

example the GET RootSchema/onLoad 

returns a list of GOSPEL definitions, 

which loads them to the available pool of 

schemas after proper validation.  Once 

loaded these schemas recurse by calling 

GET “onLoad” on themselves. 

4) The boot process is complete.  Control is 

now the responsibility of whatever 

schemas have been created in step 3. 

The specific syntax of the example in this section 

is not really important.  The key takeways are: 1) 

GOSPEL schema definitions allow authentication 

and integrity checking.  2) The method to define 

code for each of the schema operations is 

independent of the hardware’s native 

code/instruction format.  3) GOSPEL schemas 

allow for update checking and versioning. 

Hardware challenge: The enumeration of 

hardware devices and how to determine if they 

have reached a secure state needs investigation. 

2.4.2.3 Example Service 

Let’s assume we want to run a web server on our 

new GOSPEL host.  What steps are needed?  The 

boot process has defined the root GOSPEL 

schema.  The GOSPEL schema would need to 

originate a network resource to handle 

communication and service resource to process 

requests.  The network and service resource are 

referenced at locations EFI.4 and EFI.5 in the 
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previous boot example.  Loading these two 

schemas results in two new resources and two 

new code sections running on the host. 

The abbreviated definition from the EFI.4 

location: 

 
<GOSPEL name="HTTP"> 

  <!-- integrity, auth and admin stuff 

  ... 

  --> 

  <get> 

    <!-- Code to handle get requests --> 

    <code language="i86" 

format="ELF">binary_data</code> 

  </get> 

  <!-- Note no PUT, ORIGINATE or STRIKE 

operations offered --> 

  <execute> 

    <!-- Code for the HTTP stack --> 

    <code language="i86" 

format="ELF">binary_data</code> 

    <allow hostURI=””/> 

  </execute> 

  <listen> 

    <!-- Code to allow "service" 

resource to hook callback when request 

is received but only form the localhost 

--> 

    <code language="i86" 

format="ELF">binary_data</code> 

    <allow hostURI=””/> 

  </listen> 

  <port></port> 

  <onLoad> 

    <!-- Invoke the HTTP stack code 

settignthe port attribute to 80 --> 

    <execute>HTTP:/?port=80</execute> 

  </onLoad> 

</GOSPEL> 

It is worth noting in the above example only the 

get, execute and listen operators are defined, and 

that execute and listen are only available to the 

host. 

The service resource repeats the same definition 

path as the http resource, invoking the listen 

operation of the http resource and receiving the 

http request via a callback.  Now the host is ready 

to receive <get>HTTP:/</get> from another 

resource. 

The examples have been stripped down to 

highlight the process.  Actual definitions would be 

more complicated in real life.  Code would need 

to added, authentication and integrity checking 

would be more involved, and more attributes 

would be defined.  One would also expect to see a 

???modular rather monolithic http resource; for 

example defining a chain of Ethernet, IP, TCP and 

HTTP resources. 

Hopefully this example has provided a sense of 

how schema, resource and code are combined 

within GOSPEL. 

2.4.3 Monitoring 

One of the strengths of a schema approach is 

standard integrations can be defined to monitor 

resources that can be globally applied to all 

resources,  independent of the resource being 

hardware, system or user based.  Using global 

methods enforces a minimum level of inspection 

for all schemas and resources to provide status, 

activity and performance data. 

The small set of schema operations make it easier 

to consistently hook all operation invocations for 

validation, audit and logging purposes. 

2.4.4 Diagnosis and Adaptation 

Monitoring provides a solid manageability base, 

but the GOSPEL schema implementation can 

provide additional diagnosis and adaptation 

capability.    Every time a schema or resource is 

originated, the invoking resource is known.  This 

allows GOSPEL to create a comprehensive and 

authoritative calling graph to diagnosis the source 

of any problem and provide a complete set of 

dependencies for when a schema or resource 

needs modification or updating. 

The authoritative calling graph also provides a 

complete chain of trust from initial boot through 

shutdown.  Every author of every schema can be 

authentication and validated. 

Hardware challenge: OOB methods for adaption 

need to be considered. 
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2.4.5 Resilience 

GOSPEL resources and schema are independent 

and stateless.  No resource has direct access to 

another resource’s internal data.  If resource A for 

some reason needs the 12
th

 bit of some data in 

resource B the get operation must be used. 

This means a resource can misbehave and blowup 

and it cannot take another resource’s data with it. 

With resources being stateless, there is no need to 

retain different representations of a resource for 

paging, caching or backup operations. 

 Hardware challenge: Hardware enforced 

protections of resource memory is needed. 

2.4.6 Summary 

While GOSPEL provides a small set of operations 

and global means to manage schemas and 

resources, the reviewer should expect that a full 

implementation of GOSPEL will be large due to 

the number of schemas, resources and attributes. 

The intent of GOSPEL is to reduce the 

complexity for computers trying to understand 

other computers and to provide consistent 

methods for humans to drill down on any aspect 

of a host. 
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2.5 Prior Work 

2.5.1 Intel - Hierstristic based 

malware detection 

Project Engineer for external partnership 

developing an innovative malware solution based 

on active monitoring of internal OS data 

structures to determine the presence of malware. 

Technologies involved include virtualization, 

TPM, EFI and microcode. 

Product is currently under development. 

2.5.2 Intel – Trusted Cloud Kernel 

Architect for product design that was an extension 

of Intel’s Moblin OS; providing access control to 

resources via a system of intents by the remote 

party.  Architecture and design completed but no 

further work was completed. 

Paper attached as part of section 3. 

2.5.3 Intel – XML Security Library 

Product engineer for XML/SOA security library.  

This was a large team effort with my focus being 

performance and integration concerns.  

Contributed to digital signature standards (IETF 

PKIX, W3C and JCP) and developed attacks on 

digital signatures from 1999-2008. 

This product is sold today as Intel’s SOA 

Expressway. 

Paper attached as part of section 3. 

2.5.4 Watchfire – SDLC Processes 

Security Lead – Providing penetration and 

development process consulting.  Attacked and 

analyzed over 300 applications over 3 years, 

helping leading companies worldwide understand 

how their applications were broken and what 

process changes they needed to make. 

Paper attached as part of section 3. 
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2.6 Comparison with Current 

Technology 

While the PI has worked on and reviewed security 

approaches at the hardware, OS and user layers,  

the PI is not aware of any effort that has a holistic 

security approach that leverages ubiquitous 

networking as an integral component of the 

solution. 

2.6.1 Microkernels 

Microkernels [QNX], [MINIX] and [L4] are 

characterized by providing only essential 

functions (.i.e. memory, IPC, scheduling) in a 

privileged mode and moving traditional OS 

services (i.e. file, net, device drivers) into user 

mode. 

2.6.2 Modular Runtimes 

Significant runtime (i.e. Java) and component 

architectures (i.e. SCA) have deep object oriented 

roots that provide standard interfaces and 

modularity.  Efforts based on XML and SOAP 

have generated a significant number of standards 

and commercial offerings.  While these efforts 

show the viability of object oriented approaches to 

the middle tier and provide abstraction of complex 

OS services (i.e. threading, resource management) 

they largely ignore the hardware and user layers. 

2.6.3 Capability Kernels 

Capability kernels [KeyKOS], [EROS], 

[CapROS] and [COYOTOS] have a long history.  

And GOSPEL shares many of the same goals 

such as: open design, accountability and atomic 

operations.  While these offerings give interesting 

insights despite their lack of network integration 

and sometimes tight bindings to lower level 

languages for implementation, the PI does see 

these offerings as viable going forward. 

2.6.4 Net-centric OS 

Recently there have a number of “OS” offerings 

[Meego], [ChromiumOS] and [BONDI] promoted 

as net enabled, small footprint easy to write for 

web platforms. 

All of these offerings are driven by affordable 

commodity mobile hardware platforms and are 

based on the Linux kernel.  These offerings are 

more about GUI building blocks then fundamental 

changes to how the OS or security should actually 

work.  The GUIs for all these offerings are object 

oriented and show that the user layer is 

composable.  Net-centric OS offerings attempt to 

hide (or least minimize) fundamental OS features 

such as hardware abstraction, resource 

management and process scheduling. 

2.6.5 Browser/Cloud based OS 

If the user can do everything they need via a 

browser,  then is the browser the OS?  OK, that is 

a rhetorical question as we know browsers rely 

upon an OS whether the user knows it or not. 

[Xcerion] and [EYEOS] currently provide very 

pleasing OS-like user experiences within the 

confines of a browser.  These offerings certainly 

provide compelling arguments to the requirement 

of needing a full blown OS implementation. 

2.6.6 Comparison Summary 

The reality is GOSPEL builds upon all of these 

foundations.  GOSPEL is minimal, modular, 

capability driven, net-centric and deployable 

across the cloud. 
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2.7 Statement of Work (SOW) 

2.7.1 PI Collaboration 

The PI will participate in biannual PI meetings at 

a location selected by the CRASH program 

manager. 

To maintain active collaboration, the PI will 

participate in other meetings as directed by the 

CRASH program manager or mutually agreed 

upon other CRASH program participants.  These 

meetings may be frequent and involve travel or 

teleconferencing. 

Collaboration meetings are expected to discuss: 

(a) Architecture reviews (b) Red team evaluations 

(c) Design team reviews (d) Prototype 

demonstrations (e) Planning activities. 

2.7.2 General Program Deliverables 

System Development Plan (SDP) – Applicable 

to all technical areas. The SDPs for each cycle, 

based upon the performers’ proposals, shall be 

revised after each PI meeting and shared with 

other performers for synchronization. The SDPs 

shall describe the scope of the design and 

development effort, describe hardware and 

software architectures in sufficient detail for 

review, reference any applicable documents, and 

provide a schedule. 

Slide Presentations – Applicable to all technical 

areas. Annotated slide presentations shall be 

submitted within one month after the program 

kickoff meeting and after each review. 

System Documentation – Applicable to all 

technical areas. System documentation shall be 

provided within one month after the end of each 

year documenting the source code, hardware 

description, language specifications, system 

diagrams, part numbers, and any other data 

necessary to replicate and test the designs. 

Monthly Progress Reports – Applicable to all 

technical areas. A monthly progress report 

describing progress made, resources expended, 

and any issues requiring the attention of the 

Government team shall be provided within 10 

days after the end of each month. 

Integration Point Designs Code and 

Documentation‐‐ All design documents, CAD 

files, source code, scripts, test chips, system 

prototypes, etc. needed to re‐create the Integration 

Point System Builds, which are not delivered as 

part of System Documentation, shall be provided 

within one month of completion of Integration 

Point System Assembly. 

Final Report – Applicable to all technical areas. 

The final report shall concisely summarize the 

effort conducted. 

2.7.3 Specific Proposal Deliverables 

This proposal is supported by a single PI (Ken 

Graf).  Responsibility for all deliverables belongs 

to the PI.  Standard completion criteria for all 

tasks includes additional Post-Docs resources to 

critique and validate every deliverable. 

2.7.3.1 FY1 Tasks 

2.7.3.1.1 Common Schema: 

Define a reasonable (functional yet very 

incomplete) set of schemas as data for evaluating 

the set of operations.  The deliverable is 

publishing the set for team.  This set will be the 

example set for discussions in FY1. 

2.7.3.1.2 Common Resource 

Define a reasonable (functional yet very 

incomplete) set of resources as data for evaluating 

the set of operations.  The deliverable is 

publishing the set for team.  This set will be the 

example set for discussions in FY1. 

2.7.3.1.3 Eval Ops Set 

GOSPEL’s operation set is concise it is important 

to show that is also complete.  This proposal 

contains fragments of a control flow from boot to 

service.  This task will need to shows a complete 

flow from boot to service.  Deliverable is a paper 



 

 Security Crossing – 2605 Elm Street, Manchester, NH 03104-2214 – 603.606.1956 – www.securityxing.com 

showing an example flow can be effectively 

accomplished with the defined operations. 

2.7.3.1.4 Complete Schema 

Define a comprehensive (not exhaustive) set of 

schemas as the set used in simulations.  The 

deliverable is publishing the set for team. 

2.7.3.1.5 Complete Resource 

Define a comprehensive (not exhaustive) set of 

resources as the set used in simulations.  The 

deliverable is publishing the set for team. 

2.7.3.1.6 Runtime Eval 

It is desirable to understand the potential size and 

complexity for future runtime implementations.  

Include a module count and size comparison to 

Linux.  The recommended approach is to write 

some simulation code and execute it against the 

complete schema and resource sets.  The 

deliverable is a report of findings and the 

simulation code for review. 

2.7.3.1.7 Ontology 

A concise classification is needed to formalize 

constructs, syntax and terms for GOSPEL 

schema, resources and attributes.  This task will 

investigate declarative languages (i.e. XML, 

Scheme) and resource enumerations (i.e.  SNMP 

MIB). Deliverable is a paper. 

2.7.3.2 FY2 Tasks 

2.7.3.2.1 Bootstrap Process 

We need to understand that GOSPEL can properly 

maintain integrity and chains of trusts as it grow 

from a single schema at boot time to an operation 

user service.  Completion criteria should show 

proper handling of circular schema definitions and 

other such anomalies. Deliverable is a report of 

findings. 

2.7.3.2.2 HW Implement 

While simulations are useful, implementing the 

real thing is important to have confidence that the 

Ontology is accurate.  This task replaces a select 

number of the hardware resources simulated in the 

Runtime Eval task with native code.  Completion 

criteria are measured by the runtime eval properly 

utilizing native hardware. 

2.7.3.2.3 OS Implement 

While simulations are useful, implementing the 

real thing is important to have confidence that the 

Ontology is accurate.  This task replaces a select 

number of the OS resources simulated in the 

Runtime Eval task with native code.  Completion 

criteria are measured by the runtime eval properly 

utilizing OS resources. 

2.7.3.2.4 OSS Test & Release 

To allow boarder community discussion an 

example implementation is desirable.  The 

approach is to provide enough detail to 

demonstrate hardware and OS schema definitions.  

This task is complete when functional tests are 

complete.  Deliverables: Code package, 

documentation and validation tests. 

2.7.3.3 FY3 Tasks 

2.7.3.3.1 Management Model 

Input is expected from formal methods and 

languages teams on how management 

(resilance|recovery|repair) models within CRASH 

might operate.  This task shows how a 

management model can be implemented in 

GOSPEL.  Acceptance is based on an example 

that implements an agreed upon model.  

Deliverable would be a design document or 

possibly some example software. 

2.7.3.3.2 Enhance FY2 

In a collaborative environment comments and 

suggestions while arrive later a release.  This tasks 

accommodates post FY2 release comments to 

enhance the code base.  A Wiki most likely will 

be used for team enhancement requests and for 

resolutions to be posted for team approval. 
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2.7.3.3.3 OSS Test & Release 

To allow boarder community discussion an 

example implementation is desirable.  The 

approach is to provide enough detail to 

demonstrate a management model.  This task is 

complete when functional tests are complete.  

Deliverables: Code package, documentation and 

validation tests. 

2.7.3.4 FY4 Tasks 

2.7.3.4.1 Adaptive Model 

Input is expected from formal methods and 

languages teams on how adaptive models within 

CRASH might operate.  This task shows how an 

adaptive model can be implemented in GOSPEL.  

Acceptance is based on an example that 

implements an agreed upon model.  Deliverable 

would be a design document or possibly some 

example software. 

2.7.3.4.2 Enhance FY3 

In a collaborative environment comments and 

suggestions while arrive later a release.  This tasks 

accommodates post FY3 release comments to 

enhance the code base.  A Wiki most likely will 

be used for team enhancement requests and for 

resolutions to be posted for team approval. 

2.7.3.4.3 OSS Test & Release 

To allow boarder community discussion an 

example implementation is desirable.  The 

approach is to provide enough detail to 

demonstrate an adaptive model.  This task is 

complete when functional tests are complete.  

Deliverables: Code package, documentation and 

validation tests. 
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2.8 Schedule and Milestones 
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2.8.1 Detailed Task Descriptions 

PI Meetings: Deliverables as described in sections 

2.7.1. and 2.7.2. 

Common Schema:  Define a reasonable yet 

incomplete set of schemas as a confidence set of 

data to evaluate the operations set. 

Common Resource: Define a reasonable yet 

incomplete set of resources as a confidence set of 

data to evaluate the operations set. 

Eval Ops Set: Show as a paper model that the 

operations set can effectively define hardware and 

software. 

Complete Schema: Define a comprehensive set of 

schemas as input to creation of the Ontology. 

Complete Resource: Define a comprehensive set 

of schemas as input to creation of the Ontology. 

Runtime Eval: Create a projection of size and 

complexity for future runtime implementations.  

Include a module count and size comparison to 

Linux.  Simulation code available for review. 

Milestone: Report 

Ontology: Formalized constructs, syntax and 

terms for GOSPEL schema, resources and 

attributes.  Milestone: Paper. 

Bootstrap Process: Implement the concepts define 

din section 2.4.2.2.  Show flow from single 

GOSPEL schema to user service based on 

simulated resources. 

HW Implement: Replace simulated hardware 

schema code from the Runtime Eval phase with 

native code. 

OS Implement:  Replace simulated OS schema 

code from the Runtime Eval phase with native 

code. 

OSS Test & Release: Document, review and 

validate the prototype code showing actual 

hardware and OS modules implemented.  In 

enough detail to allow effective peer review. 

Milestone: Release 

Management Model: Implement the concepts 

defined in section 2.4.3.  Show how management 

features can be applied schemas globally and 

resources specifically. 

Enhance FY2: Time allotted for modifications and 

fixes to FY2 release code 

OSS Test & Release: Document, review and 

validate the code added to support the 

management model prototype.  In enough detail to 

allow effective peer review. Milestone: Release. 

Adaptive Model: Implement the concepts defined 

in section 2.4.4.  Show how simple enforcement 

points can propagate throughout the resource 

pool. 

Enhance FY3: Time allotted for modifications and 

fixes to FY3 release code. 

OSS Test & Release: Document, review and 

validate the code added to support the adaptive 

model prototype.  In enough detail to allow 

effective peer review. Milestone: Release 

2.8.2 Project Management and 

Interaction Plan 

The PI has reserved time in the schedule for 

collaboration activities that the CRASH Program 

Manager has yet to define. 

This proposal does not include any 

subcontractors. 
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